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Veeam for the multi cloud strategy
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Veeam Hyper-Availability Platform

Intelligent data management platform that delivers the hyper-availability of data demanded from

the enterprise
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Any app, any data, across any cloud

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.




Veeam by the numbers

‘aHQ in Baar,
““Switzerland

57% 74%

of Global 2000 of Fortune 500

are Veeam customers

255,000 14.7M+

Customers worldwide  VMs protected
4,000 additional per month in 200+ countries

Veeam’s Net Promoter Score (NPS)

+ 73 Industry Leading Customer

Satisfaction Score

More than 2x the industry average

Satisfaction level Product features and functionality
i oo Ji oo
Likelihood to renew Likelihood to recommend
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Veeam is an industry leader

Gartner

2017 Magic Quadrant for
Enterprise Backup and Recovery

Figure 1. Magic Quadrant for Data Center Backup and Recovery Solutions
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COMPLETENESS OF VISION s As of July 2017

Cruiren: Rarnar (ke 017

Yo¥ Growth Rate

32%
23%
14%

5%

- 13%
~2 2%

=I1DC

Analyze the Future

2016H2 Semiannual
Software Tracker Report

Falling Leadi ni

Lagging Improving

-9% -5% -1% 1% 3% 5% 7% 9% 11% 15% 20%
Sequential Growth Rate

® veritas @ Dell @ BEM @ Veeam @ CommVault
® Others @ Market Average

Sources: Gartner: Magic Quadrant for Data Center Backup and Recovery Software 2017 and IDC
IDC, Worldwide Data Protection and Recovery Software Market Shares, 2016: Steady On, Aug 2017
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Decision Matrix: Data Availability
and Protection Solutions
for the Cloud Era, 2016-17
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Veeam’s alliance partnerships

Global Strategic Partner

—
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The golden rule of data protection

3 2 1 1 O

Different copies Different media of which is off-site is offline No errors after
of data backup recoverability
verification
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#1 Availability

Any app, any data, any cloud

O Veeam Availability Suite T\

Veeam Agent
for Microsoft Windows

Veeam Backup
& Replication Veeam ONE
- /
Virtual —  Monitoring
and

Cloud — Reporting

© 2018 VEEAM Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Physical

Cloud

Veeam Agent
for Linux

4P



Backup of the Cloud
- Office 365



Microsoft takes care of it.

Izl:l Why do I need a backup?

Customer perception
Microsoft takes care of everything
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Why do I need a backup?

Microsoft takes care of it.

Customer perception Customer reality
Microsoft takes care of everything Microsoft takes care of the infrastructure,
but the data remains the customer’s responsibility.

@ ~ The customer
i
) =

Infrastructure Data

Uptime of Office 365 Protection and long-term retention
of Office 365 data



BT Microsoft

Office Products ~ Resources Templates Support Contact sales

Welcome | Built-in Security Privacy by design Continuous compliance Transparent operations

From Inside the Cloud security videos

Search Office

A | B0 Signin

Move your business ahead with the latest security and compliance features within Office 365 Enterprise E5. Learn more (3)

Chat now

BUY OFFICE 365 >

Office 365
Office 365 Trust Center

Welcome to the place where we share our commitments and information about security, privacy,
and compliance.

Watch all security-related videos From Inside the Cloud (3

IWith Office 365, it's your data. You own it. You control it. IAnd it is yours to take with you if you decide to leave the service. The core tenets of our

approach 1o earning and maintaining your trust are:

Built-in security

® Service-level security through defense-in-depth

Privacy by design

® Your data is not used for advertising



The Office 365 Shared Responsibility Model

Microsoft’s Responsibility
Learn mo e Office 365 Trust Center

7 more from th

YOUR Responsibility


https://products.office.com/en-us/business/office-365-trust-center-welcome

The Office 365 Shared Responsibility Model

Primary
Responsibility

MICROSOFT GLOBAL
INFRASTRUCTURE

Microsoft’s Responsibility

Learn more from the Office 365 Trust Center U pti me Of th e

Microsoft Office 365
Cloud Service

YOUR OFFICE
365 DATA

YOUR Responsibility

Access and control
of your data residing
in Office 365



https://products.office.com/en-us/business/office-365-trust-center-welcome

The Office 365 Shared Responsibility Model

Primary
Responsibility Supporting Technology

MICROSOFT GLOBAL Office 365 Data Replication
INFRASTRUCTU RE DC to DC geo-redundancy

Microsoft’s Responsibility

Learn more from the Office 365 Trust Center U pti me Of th e

Microsoft Office 365
Cloud Service

YOUR OFFICE Office 365 Backup

Copy of your data

365 DATA stored in a different location
YOUR Responsibility

Access and control
of your data residing
in Office 365



https://products.office.com/en-us/business/office-365-trust-center-welcome

The Office 365 Shared Responsibility Model

Primary
Responsibility Supporting Technology

MICROSOFT GLOBAL Office 365 Data Replication
INFRASTRUCTU RE DC to DC geo-redundancy

Microsoft’s Responsibility

Learn more from the Office 365 Trust Center U pti me Of th e

Microsoft Office 365 Recycle Bin

ClOUd Service Limited, short term data loss recovery
(no point-in time recovery)

YOUR OFFICE Office 365 Backup

Copy of your data

365 DATA stored in a different location
YOUR Responsibility

Access and control

of your data residing Full Data Retention

in Oﬂ-'ice 365 ST & LT retention filling any/all policy gaps
granular & point-in time recovery options



https://products.office.com/en-us/business/office-365-trust-center-welcome

The Office 365 Shared Responsibility Model

Primary
Responsibility Supporting Technology Security

MICROSOFT GLOBAL Office 365 Data Replication Infrastructure-

_ , - INFRASTRUCTURE SRR Level
Microsoft’s Responsibility
Learn more from the Office 365 Trust Center U pti me of the Phys_ical Security
Logical Security

Microsoft Office 365 Recycle Bin App-level Security

Cloud Service Limited, short term data loss recovery User/Admin Controls
(no point-in time recovery)

Data-Level
YOUR OFFICE Office 365 Backup Intermal

Copy of your data Accidental Deletion
365 DATA stored in a different location Malicious Insiders
Employee Retaliation
Evidence Tampering

Access and control External:

of your data residing Full Data Retention Ransomware

in Office 365 ST & LT retention filling any/all policy gaps Malware

o : Hackers
granular & point-in time recovery options Rogue Apps

YOUR Responsibility



https://products.office.com/en-us/business/office-365-trust-center-welcome

The Office 365 Shared Responsibility Model

Microsoft’s Responsibility

Learn more from the Office 365 Trust Center

YOUR Responsibility

Primary
Responsibility

MICROSOFT GLOBAL
INFRASTRUCTURE

Uptime of the
Microsoft Office 365
Cloud Service

YOUR OFFICE
365 DATA

Access and control
of your data residing
in Office 365

Supporting Technology

Office 365 Data Replication

DC to DC geo-redundancy

Recycle Bin

Limited, short term data loss recovery
(no point-in time recovery)

Office 365 Backup

Copy of your data
stored in a different location

Full Data Retention

ST & LT retention filling any/all policy gaps
granular & point-in time recovery options

Security

Infrastructure-
Level

Physical Security
Logical Security
App-level Security
User/Admin Controls

Data-Level

Internal:
Accidental Deletion
Malicious Insiders
Employee Retaliation
Evidence Tampering

External:
Ransomware
Malware
Hackers
Rogue Apps

Regulatory

Role as data
processor

Data Privacy
Regulatory Controls
Industry certifications
HIPPA, Sarbanes-Oxley

Role as data
owner

Answer to corporate and
industry regulations

Demands from internal
legal and compliance
officers



https://products.office.com/en-us/business/office-365-trust-center-welcome

: .. What tly d
Retention poliCies: microsoft back up?

1 wk 1 mo 3 mo 1yr 2 yrs 5vyrs
o o ® o o ®

Inbox or folder data In Office 365

\ 4

Deleted items (recycle bin)  RigNejji{e=Re{) Permanently deleted

Auto-archived data (set at 1 month) RIgReii(e=Rec]o))

Deleted SharePoint Online sites and items 1t stage recycle bin

Permanently deleted

Deleted OneDrive for Business files 1t stage recycle bin

Permanently deleted

Employee leaves the company BiiRe ijle=Re{e) Permanently deleted

Office 365 backup and retention policies can only protect you from data loss in a limited way
and are not intended to be a complete backup solution.

Retention policies are always evolving and tend to be very complicated to manage and monitor.
Commonly, Admins believe they are covered, only to find that in fact certain items are gone.

Sources: Exchange Online information above is based on Microsoft’s default MRM Policy. SharePoint Online information above is based on Microsoft's support article. OneDrive for
Business information is based on Microsoft’s support article. In some cases, these defaults can be customized by the IT Admin, but often require certain licenses and/or additional fees,
and also carry the risk which allows Microsoft to automatically delete data ahead of retention policy dates if the recycle bin is full.


https://technet.microsoft.com/en-us/library/dn775046(v=exchg.150).aspx
https://support.office.com/en-gb/article/Restore-deleted-items-from-the-site-collection-recycle-bin-5fa924ee-16d7-487b-9a0a-021b9062d14b#ID0EAAIAAA=Online
https://support.office.com/en-us/article/find-lost-or-missing-files-in-onedrive-0d929e0d-8682-4295-982b-4bd75a3daa01

: .. What tly d
Retention poliCies: microsoft back up?

1 wk 1 mo 3 mo ‘ 1yr 2 yrs 5vyrs

Inbox or folder data  igNeljile=Re]}]
Deleted items (recycle bin)  RigNejji{e=Re{) Permanently deleted
Auto-archived data (set at 1 month) RIgReii(e=Rec]o))
Deleted SharePoint Online sites and items RSEECENETe R Permanently deleted

Deleted OneDrive for Business files RSNl Permanently deleted

Employee leaves the company BiiRe ijle=Re{e) Permanently deleted

The average length of time from
data compromise to discovery is over 140 days,
yet default settings only protect for 30-90 days.

Source: Microsoft Office 365, 6 steps to holistic security, chapter 1

\ 4




: .. What tly d
Retention poliCies: microsoft back up?

1 wk 1 mo 3 mo 1yr 2 yrs 5vyrs

\ 4

Inbox or folder data  EEgelr=leid=ls RN/ {4 gWY/=I=FTqy

Deleted items (recycle bin) REgellec=ls R [1gM I g

Auto-archived data (set at 1 month) REgeEe e R iR =ISE]g
Deleted SharePoint Online sites and items el r<s RWY1dgWV/IETpg

Deleted OneDrive for Business files Protected with Veeam

Employee leaves the company REfel=led=ls R\l g WV gy

Veeam Backup for Microsoft Office 365 is more than simply filling gaps.

It’s about providing access and control to ALL
Exchange Online, SharePoint Online and OneDrive for Business data and
storing it in one location, making recovery fast, easy and reliable.



What to expect?



VBR 9.5 u4

« Archive Tier

« Amazon EC2 integration

« Staged Restore

« AV Check

« RMAN plugin

« SAP HANA plugin

« Automated troubleshooting
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Thank you!



